MunucTepcTBO 00pa3oBanus u Hayku Poccuiickoit @enepannu

JIELTIAPTAMEHT I'OCYJIAPCTBEHHOU IOJIUTHUKU B COEPE OBILEI'O
OBPA30OBAHIA

[MMCHEMO
or 14 mag 2018 roga Ne 08-1184
O HamnpaBiaeHUN UHPOPMALTUU

JlemapTaMeHT rocy1apCTBEHHOM MOIUTUKHU B chepe ob1iero odpazoBanuss MHHOOpHAYKH
Poccuu nanpasnsier i cBeieHus pazpadboranusie Bpemennoit komuccueit CoBera
deneparuu 1Mo pa3BUTHIO HHPOPMAITMOHHOTO 00IIECTBA METOJUIECKUE PEKOMEHIAIINH O
pa3MenieHn Ha HH(GOPMALIMOHHBIX CTEHAAX, O(UIIMATbHBIX HHTEPHET-CAalTaX U IPYrUX
MH(POPMALIMOHHBIX pecypcax 001eo0pa3oBaTebHBIX OpPraHU3aluil 1 OPraHoB,
OCYIIECTBIISIONINX yIpaBiieHne B chepe oopazoBanus, nHpopmaluu o 6€30macHOM
MOBEJICHUHU U UCTIONIb30BaHuU ceTu "MHtepuer".

Hupexrop /lenapramenra
A.E.IleTpos
[Ipunoxxenue

MeTO}IquCKHe PEKOMCHOAIHU O PasMCIICHHUU Ha I/IHCbOpMaHI/IOHHBIX CTCHOAaX,
o(UIIMabHBIX MHTEPHET-CalTaX M IPYruX HHPOPMAIIMOHHBIX pecypcax
0011e00pa30BaTebHBIX OPraHU3aIMid U OPTraHOB, OCYIIECTBIISIFOIINX YIIPABICHUE B
cdepe odbpazoBanusi, HHPOpMAIH O O€30MACHOM MMOBEACHUH U UCTIONB30BAHUU CETU
"UnaTepner"”

Okcnepramu 1 wieHamu BpemenHoi komuccun Cosera @enepanuul 1o pa3BUTHIO
MH(POPMAIIMOHHOTO OOIIECTBA B PAMKAX BBIMIOJIHEHUS PEKOMEH AN MapIaMeHTCKUX
ciymanui "AKTyanbHBIE BOITPOCH 00ecrieueHnst 0€30MacHOCTH 1 Pa3BUTHS IETEH B
MHPOPMALIMOHHOM IpocTpaHcTBe", KoTopsle npouuin B Coere deneparuu 17 anpens
2017 r., 6b11M pa3paboTaHbl METOUYECKHE PEKOMEHIAIIMN O PA3MEIICHUH Ha
MH(OPMALIMOHHBIX CTEHaX, OPHUIIMATFHBIX HHTEPHET-CAUTaX U APYTUX
MH(POPMAIIMOHHBIX pecypcax o0Ieo0pa3oBaTeIbHBIX OPraHU3aIliid 1 OPTaHOB,
OCYILLIECTBISIOUINX YIpaBjieHue B cepe oOpazoBaHus, HHPOpPMALUHU O O€30IIaCHOM
MOBEJICHNUHU Y UCTIONIb30BaHuU ceTy "MHTepHeT" (anee - MeToIuYeCKre peKOMEH AN ).

MGTO)II/I‘—ICCKI/IG PEKOMCHOAIIMH HAITPABJICHBI HAa KAYCCTBCHHOC IMMOBLIICHUC YPOBHSA
MH(GOPMAIIMOHHON AESITeILHOCTH 0011e00pa30BaTeIbHBIX OPTaHU3aIHiA U OPTAHOB,
OCYIIECTBIISIONIUX yIIpaBieHUE B chepe oOpa3oBaHus, B 4aCTH HHOOPMHUPOBAHUS
yUaIINXCs, UX POauTeNel (3aKOHHBIX MPEACTaBUTENEH ) U IeIarorn4ecKux paboTHUKOB
00 OCHOBHBIX acleKTax MHPOPMAIIMOHHON 0€30TTaCHOCTH.



MeToaudeckue peKOMEHIAIMH TTO3BOJIAT 00IIe00pa30BaTEILHBIM OPTaHU3AIUSIM H
opraHam, OCYIIECTBISIOIIUM yIpaBiieHHue B chepe 00pa3oBaHUs, aKTyalIu3UPOBATh yKe
UCIIOJIb3YEMBIC U pa3MeIIeHHbIC HH()OPMAIIMOHHBIE MaTepUAIbl, TAK U MOJATOTOBUTH UX B
CJIy4ae UX OTCYTCTBUS C YYETOM JIYUIIUX MPAKTUK U PEKOMEHIAIUH.

B pamkax MeToau4ecKux peKOMEHIAIUI pacCMATPUBAOTCS CIAEAYIOIINE HHCTPYMEHTHI:
1. uHpOpMAIIMOHHBIE CTCH/IBI;
2. opunmanbHBIe UHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi HHQPOPMAIUH (IITKOJILHBIEC Ta3€ThI, IEAATOTUYCCKUE H3TAHUS U
Jpyrue).

HNudopmaimoHHbIE CTEH b

Ha undopmannoHHbIX cTeH1ax B 00111€00pa30BaTeIbHbIX OpraHU3alusiX,
pacroyoKeHHBIX B (hoife yupex1eHui u B KaOMHeTaX, OCHAILICHHbBIX IePCOHATbHBIMU
yCcTpoicTBaMu JUIsl BbIX0Ja B ceTh "MIHTepHeT", peKOMEeHIyeTcsl pa3MECTHUTD
MH(GOPMAIMOHHBIE MAMSATKH, COJIEprKalllie OCHOBHBIE COBETHI IO 00ECIIEUCHHIO
MH(POPMALMOHHOM 0€30MaCHOCTH YJalIuXCsl.

B npunosxxennn Ne 1 kK METOIMUYECKUM PEKOMEHAAIUSAM MIPEACTABICH 00pa3el] MaMsATKH
TUTSL pa3MenieHusi Ha UHQOPMAIIMOHHBIX CTEH/IAX.

CpencrtBa MaccoBoi nH(MOpMaIuu

B cpenctBax MaccoBoii mH(pOpMALIMK, OPHEHTHPOBAHHBIX HA 00 yJaroIIuXcs,
PEKOMEHYeTCs B TeUCHHE Y4eOHOT0 rojia peryaspHo MyOJIMKoBaTh HH()OPMALIMOHHbIE
MaTepHabl, TOCBSIICHHBIEC OTACIBHBIM aCIIEKTaM HH(POPMALIMOHHOH 0e3011acHOCTH, a
TaKXKe Pa3JInYHbIC MAMATKH OOIIETo XapakTepa.

B cpencrax maccoBoit nH(opMaIul, OpUEHTHPOBAHHBIX Ha M€Jar OrTHYECKYIO
00IIECTBEHHOCTh, PEKOMEH/TyeTCs B T€UCHUE KAJICHIAPHOTO I'O/1a PETryIsIpPHO
y0JIMKOBaTh MH(GOPMAIIMOHHBIE MAaTEPUAIIbI, TOCBSILECHHbBIE OT/IEIbHBIM aCIIEKTaM
nH(pOpPMAIIMOHHON 0€30ITaCHOCTH KaK HECOBEPUICHHOIETHHX, TaK U
00111€00pa30BaTENbHBIX OpPraHU3alHid, a TAKXKe Pa3INYHbIC TAMSITKH, 0030PbI
HOPMAaTHBHO-IIPAaBOBOTO PETYINPOBAHUS JaHHOHU cepbl 1 HHYOPMALIUIO O AKTYaTbHBIX
MEPONPUATHIX U COOBITUAX B JAHHOM cepe.

B xone npoeaenust Equnoro ypoka no 6e3onacHoctH B cetu "MHTepHet"
pEeKOMEHIyeTCsl 00€CTIeUUTh BBITTYCK TEMATHYECKOTO BBIITYCKa CPEACTBA MACCOBOM
nH(popManuy MO0 cepuu MyOIUKaIlUi, CpeId KOTOPBIX PAaCCMOTPETh OPraHU30BaHHBIC
MEPOTIPUATHS 1151 00yJaroMXcsl, UX poAuTeNe (3aKOHHBIX MpeACTaBUTENEH) U
Ie1aroru4ecKoi 0OICCTBEHHOCTH.



Odunmansabie MHTEpHET-pECYpCHI

OO011e00pazoBaTeIbHBIM OpraHU3aUAM PEKOMEHIYETCSl Ha CBOMX O(QUIIMATIBHBIX
WNuTepHeT-pecypcax obecnieunTs GyHKIIMOHUPOBAHUE CAMOCTOATEIBHOIO U
CHeMaIN3UpPOBaHHOrO paszena "MupopmaroHHas 6€30MacHOCTh", B paMKax KOTOPOTO
IIPEYyCMOTPETh pa3MelIeHne clieayrolel nHpopMaum:

N|| Pasmen/moapasnen dopmar ConeprxkaHue MaTepUaioB
peCTaBICHHS
MaTepHaiOB

1.|/TokasnbHble Komuu Pa3merarorcst KOIUK JOKYMEHTOB, T.€.
HOPMATUBHBIC aKThbI B JOKYMCHTOB B CKaHHpOBaHHI)II\/II BapuaHT JOKYMCHTA,
cdepe obecrnieueHUs tdopmare *PDF ||cooTBeTcTBYIOIIMIF TPEOOBAHUSAM K
MH(pOpPMAITUOHHOM rnmapaMeTpamM CKaHUPOBaHUS.
0e30macHOCTH Pasmeniarorcs JOKyMEHTHI,
00y4aroImXxCs periIaMEeHTHPYIOIIHE OPraHU3aINI0 U

paboTy ¢ NepCcOHaIbHBIMH JJAHHBIMH,
IUTaHBl MEPONPUATHN IO 00ECTIEYEHHUIO
MHPOPMAIIMOHHOM 0€30MacHOCTH
o0ydJaronmxcs u Ipyrue.

Nl

.||HopmaTuBHOE Komun [TyGnuKyrOTCS aKTyaJIbHBIE CBEICHUS O
peryinupoBaHue JIOKYMEHTOB B ||()eiepasIbHbIX U PErHOHATIBHBIX 3aKOHAX,
¢dopmate *PDF |[mrcbMax opraHoB BIAacTH U APYTHE
HOPMAaTUBHO-TIPABOBBIC JOKYMEHTBI,
periaaMeHTHpyrolHe odbecnedeHue
nH(pOpMaIMOHHOHN 06€30TaCHOCTH
HECOBEpIIEHHOIETHUX. Jlomyckaercs
BMECTO KOMUN pa3MeIIaTh THIEPCChUIKU
Ha COOTBETCTBYIOIINE TOKYMEHTHI Ha
caiiTax OpraHoB TOCYJapCTBEHHOM BJIACTH.
3.|[[leqarornyeckum TekcT Ha Pa3zMemarorcss METOIUYECKUE
paboTHUKaM CTpaHHIIE caiiTa ||peKOMEHIAINH U YKa3bIBACTCS
nH(pOpMaIIKs 0 MEPOTIPUSATHUSX, TPOEKTAX
Konuu U TIpOrpaMMax, HalpaBJICHHBIX Ha
JIOKYMEHTOB B ||[IOBBIILIEHHE HH(POPMAIIMOHHON
¢dopmare *PDF  |[rpaMOTHOCTH NIEAarOrnYeCKUX
PabOTHUKOB.
4.||O0yuatomumcst Tekcr Ha Pa3memaercs nHpopManmoHHas namsiTka

cTpaHulle caiita ||(mpunosxkeHue Ne 2) u yka3bIBaeTcs
nH(pOpMaIU 0 MEPOTIPUATHSX, TTPOCKTAX
Y IIporpaMMax, HalpaBJICHHbIX HA
MOBBINICHHE HH(POPMAITMOHHON
TPaMOTHOCTH O0yYarOIIHXCS.




5.||Pogutensm (3akoHHbIM ||TekcT Ha Pa3memaercs nHpopmManmoHHas namsiTka
MIPEICTABUTEIISIM) cTpaHule caifta |[(mpunoxxenue Ne 3).
oOyyJaronmxcs
6./|lerckue Oezonacupie || TekcT Ha Pazmerniaercs undopmanust o
CalThI CTpaHMIIE caiiTa |[pEKOMEHIYEMBIX K MCIIOJIb30BaHUIO B
y4eOHOM Iporiecce 0e30MacHbIX caifTax,
OaHHEPHI OE30MACHBIX JIETCKUX CAUTOB.

Opranam, OCyIIECTBIISIONIUM yIpaBieHHe B cepe o0pazoBaHusl, peKOMEHAYETCs Ha
cBoux odpunmagbHbIX HTEpHET-pecypcax o0eceunTh (yHKINOHUPOBAHUE
CaMOCTOSITEIIBHOTO U CIIeMAIM3UPOBAHHOTO pazaena "Mudopmanmonnas
0€30I1acHOCTB'"", B paMKax KOTOPOTO MPEYCMOTPETh Pa3MEILICHHE CIEAYIOIIeH
nHpopManuu:
[Tpunoxenue Ne 1
[TamsaTka s oOyyaromuxcsi 06 MHPOPMAIIMOHHON 0€30MTaCHOCTH JIeTeH

HEJIb31

1. Bcem moapsiz cooOmiaTh CBOKO YacTHYIO HHGOpMAIUio (HacTosme uMsi, haMuiIuio,
tenedoH, aapec, HOMEP IIKOJIbI, a Takke hoTorpaduu CBOH, CBOSH CEMBU U JIPY3€il);

2. OTKpBIBaTh BIOKEHHBIE (DaliiIbl AIEKTPOHHON MOYTHI, KOTJ]a HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTs, MpuIupaThCs, OKa3bIBaTh AaBJICHHE - BECTH ce0s1 HEBEKIIMBO U arPECCHUBHO;

4. He pacniopsxaiics JeHbraMH TBOEH CeMbU 0€3 pa3penieHns CTapIinuX - BCeraa
CIIpalvMBail poJIUTEIICH;

5. He BcTpeuaiica ¢ IHTepHET-3HAKOMBIMH B PEATILHOM KU3HU - TIOCOBETYHCS CO
B3POCIBIM, KOTOPOMY JOBEPSICIIIb.

OCTOPO’KHO

1. He Bce numyT npaBay. Uuraes o cebe HenpaBay B MIHTepHeTe - cooOum 00 3ToM
CBOMM POJIUTENISIM WM OTIEKYHaM;

2. [lpurnamaioTt NepenuchBaThCs, UTPaTh, 0OMEHNUBATHCS - IPOBEPH, HET JIU MO/IBOXA;
3. He3akonHoe konupoBaHue ¢aiinoB B IHTepHETE - BOPOBCTBO;
4. Becerna paccka3biBaii B3pOCIIBIM O Mpo0sieMax B CETH - OHHM BCErla IOMOTYT;

5. Ucnionb3yii HacTpoiKK 6€30MacHOCTH U MPUBATHOCTHU, YTOOBI HE MOTEPSATH CBOU
AKKAyHTBI B COIICETSX M IPYTUX MopTaiax.



MO’KHO

1. ¥YBaxail Ipyrux nojap30BaTeNei;

2. Ilonp3yenibcst IHTEpHET-UCTOUHUKOM - JIeJ1ail CCBUIKY Ha HETO;
3. OTKpbIBaii TOJBKO TE€ CCBHUIKH, B KOTOPBIX YBEPEH;

4. O0maThcs 3a TOMOIIBIO B3POCIIBIM - POJAUTENH, OTIEKYHBI U aIMAHUCTPAIIUS CAUTOB
BCETJla TOMOTYT;

5. Ilpoitnu obyuenue Ha caiite "CeTeBUYOK" U MOTYYH MACIOPT UPPOBOTO
rpaxaaHuHal

[Ipunoxxenne Ne 2

Nudopmarnmonnas naMaTka JJist 00y4aromuxcst sl pa3MEIIeHHs Ha OPUITHATbHBIX
HWHTEpPHET-pecypcax

C xa)1bIM I'OZIOM MOJIOZIE’)KH B UHTEPHETE CTAHOBUTCS OOJIbILIE, a MIKOJIBHUKH OJTHU U3
CaMbIX aKTUBHBIX ITOJIb30BaTesnel Pynera. Mexxay TeM, TIOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET U MPOoOJIeMbl. DTa naMsTKa J0JKHA IIOMOYb Tebe
0€301acHO HaXOAUTHCS B CETH.

KoMnbroTepHbie BUPYCHI

KomnbroTepHslil BUpYC - 3TO pa3HOBUIHOCTb KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIHHON OCOOEHHOCTHIO KOTOPOM SIBIISIETCS CIOCOOHOCTH K pa3MHOXKEHHIO. B
JOTIOJIHEHHE K 9TOMY, BUPYCHI MOT'YT ITOBPEIUTH WJIN IOJHOCTBIO YHUUTOXKUTh BCE
(ailibl ¥ 1aHHBIE, TOJIKOHTPOJIbHBIE MOJIH30BATEI0, OT UMEHH KOTOPOro ObliIa 3aIylieHa
3apa)KCHHas IPOrpaMMa, a TAKXKE MOBPEIUTh WU 1aK€ YHUUTOKUTH ONIEPALIMOHHYIO
cUCTeMy CO BceMH (paiinaMu B 11eJI0M. B OOJIBIIMHCTBE CIy4aeB paclpoCTPaHIIOTCS
BHUPYCHI UE€pPE3 UHTEPHET.

MeToabI 3aIIUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. Mcnonp3yi COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIUE CEPHE3HBII YPOBEHb
3aILUTHI OT BPEJOHOCHBIX IPOTPaAMM,;

2. [locTtosiHHO ycTaHaBIMBaii MadyTu (UG POBHIE 3aIUTATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIIUBAIOTCS C IEJIBbIO JOPAOOTKH IPOTPAMMBI) U APYTHe OOHOBJICHHS CBOCH
OTIepaIMOHHOM cucTeMbl. CKayMBail UX TOJBKO ¢ OPUIIMATLHOTO caiiTa pa3padoTuuka
OC. Ecnu cymecTByeT peKuM aBTOMAaTHUE€CKOTO OOHOBJIEHUS, BKIIFOUH €T0;



3. Paboraii Ha cBOEM KOMIBIOTEPE IO TIPaBaMU IOJIb30BATENIS, a HE aJIMUHHUCTPATOpA.
3TO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM HHCTALUTUPOBATHCS HA TBOEM
MEPCOHATLHOM KOMITBIOTEPE;

4. Ucnonb3yit aHTUBUPYCHBIE IPOTPAMMHBIE IPOTYKTHI M3BECTHBIX MPOU3BOIUTEINEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub GU3NUECKHI JOCTYI K KOMIIBIOTEPY JIJIsl HOCTOPOHHUX JIULL;

6. Hcrionp3yii BHENTHHE HOCUTENN HH()OPMAINH, TaKUe KaK (Iieika, JUCK Win (ails u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpBIBait KOMIIBIOTEPHBIE (haWIIbI, TOTYyYEHHBIE U3 HEHAEKHBIX HICTOUHUKOB.
Jaxxe Te ¢aitsibl, KOTOpbIe MPUCTA TBOM 3HAKOMBIN. JIydllie yTouyHHM y HEro, OTHPaBIISIT
71 OH Te0e ux.

Cetu WI-FI

Wi-Fi - 310 He BHJ mepeiayun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIbL OpeH 1, mapka. Emre
B 1991 rony Huznepianackas komnanus 3apeructpuponaina opens "WECA", uto
o0o3Hayvano cioBocoueranue "Wireless Fidelity", koTopslii mepeBOUTCS Kak
"GecrpoBOIHAS TOUHOCTD".

Jlo Hamiero BpeMeHH JoNuIa Apyras ab0peBraTypa, KOTopas sSBJISIETCS TaKOU jKe
TexHosoruei. Ito abbpesuarypa "Wi-Fi". Takoe HazBaHHe OBLIO 1aHO C HAMEKOM Ha
cTaHAapT BhICIIEH 3ByKoBoi TexHuku Hi-Fi, yTo B mepeBoae o3Hayaet "BhIcOKast
TOYHOCTB'".

Jla, 6ecrutaTHBI HHTEPHET-OCTYI B Kade, OTENAX U adpOoIropTax SBISIETCS OTIIMYHOM
BO3MOYKHOCTBIO BBIXO/[a B HHTepHET. HO MHOT'HE KCIIEPThI CUUTAIOT, YTO
obmenoctynabsie Wi-Fi ceTn He SIBISIFOTCS 0€30MaCHBIMHU.

CoBeTbl 110 0€30MacHOCTH pabOTHI B 00MIETOCTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro muunHyto nHbopManuio uyepes oomenocrymubie Wi-Fi ceTu.
PabGoras B HUX, )KeJaTeIbHO HE BBOJIUTH MMAPOJIH JOCTYIIA, JIOTHHBI U KAaKUE-TO HOMEPA;

2. Ucnonb3yit 1 0OHOBISAN aHTUBUPYCHBIE IPOrpaMMBbI U OpaHamayep. TeM caMbIM Thl
obe3onacuiib cedsl 0T 3aKaYKU BUpYyCa HAa TBOE YCTPOICTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkmroun ¢pyHkiuto "OOuuit noctyn k daitiam u
npuntepam". JlanHas QyHKIUS 3aKpbITa 10 YMOJYaHHIO, OJHAKO HEKOTOPHIE
MOJIb30BaTEIHM aKTUBUPYIOT €€ JIsl yI00CTBa HCIIOIb30BaHMsI B paboTe min y4yebe;

4. He ucnionw3yit nyonuunsnidi WI-FI nis nepegaun TUYHBIX JaHHBIX, HATPUMED IS
BBIX0/Ia B COI[MAJIbHBIE CETHU UJTU B JICKTPOHHYIO MOUTY;



5. Ucnonw3yit Tonbko 3amuinennoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoau nMeHHO "https://";

6. B MmoOuisHOM Tenedone otkimoun GpyHkimio "Tlogkmouenne k Wi-Fi
aBromarnuecku". He nomyckaii aBToMaTn4ecKoro MoJKITF0YSHHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

CounajabHble ceTH

ConuanpHble CETH aKTUBHO BXOJIAT B HAIIy KU3Hb, MHOTHE JIIOJIA PaOOTAIOT U KUBYT
TaM MOCTOSIHHO, a B Facebook yxke 3aperucTpupoBan MULIIMAP/ YEJIOBEK, YTO SIBISETCS
OJTHOM CeabMOM BCEX KUTENEH ITaHeThl. MHOTHE TTOIB30BaTEIIM HE IIOHUMAIOT, YTO
nH(popManus, pa3MeIIeHHass HMU B COIIMAIBHBIX CETSIX, MOXKET ObITh HaliicHa 1
HCIIOJIB30BaHa KEM YT'OJIHO, B TOM YHKCJIE HE 00S3aTEIBHO ¢ OIaruMu HAMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLUAJILHBIX CETIX:

1. Orpanunyb criucok apy3eil. Y 1e0s B Apy3bsiX HE TOJKHO OBITH CITy4ailHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3anmuimiail CBOO 4acTHYIO KW3Hb. He ykaspiBaii maposin, TenedoHsbl, aapeca, 1aTy
TBOETO POXKIEHUS U IPYTYIO TUYHYIO HHPOpMAIIKIO. 3MOYMBIIUICHHUKH MOTYT
HCIIOJB30BATh JaKE I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYETEC
MIPOBECTU KAHUKYJIBI,

3. 3ammumiaii CBOIO permyTalyio - AeP’KU €€ B YUCTOTE U 3a/1aBail cede BOIpoc: XOTeN Obl
ThI, YTOOBI APYTHE MOIB30BATENIN BUJIETH, UTO ThI 3arpyxkaemb? [Togymail, npexae uem
YTO-TO OMYOJIMKOBATh, HAMMKCATH U 3arPY3UTh;

4. Ecnu Tbl TOBOPHILB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE MCIIOJIb3YH CBOE PEAIIbHOE UM
U APYTYIO JIMYHYIO HH(OPMALIUU: UMSI, MECTO )KUTEIbCTBA, MECTO Y4€Obl U IPOUEE;

5. N36eraii pazmenienus Gororpaduii B UHTEpHETE, T1IE TH N300paXeH HA MECTHOCTH,
0 KOTOPOH MOKHO OTPEACTUTH TBOE MECTOIOIOKEHHUE,

6. [Ipu peructparuu B COIMAIBHON CETH HEOOXOIMMO MCIIOJIb30BATh CIOXKHBIC ITAPOJIH,
cocrosdiye u3 OykB ¥ LU U C KOJTMYECTBOM 3HAKOB HE MEHee §;

7. 115 conanbHOM CeTH, MOYTHI M IPYTUX CaliTOB HEOOXOIMMO HUCIIOIb30BATh Pa3HbIE
napousid. Torga ecnu Te0s B370MAIOT, TO 3JI0YMBIIIEHHUKH TIOIYYaT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbIH

DNEKTPOHHBIE IEHBIH - 3TO OYEHb YA0OHBIN CIIOCO0 MIaTekel, OJJHAKO CYILIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHBI .



3H€KTpOHHBI€ JACHBI'M ITOABUJIINCH COBCEM HEAABHO U UMCHHO H3-3a 3TOI'O BO MHOI'NX
rocyaapcCTtBax 40 CHUX IIOp HE IIPOIIHNCAaHO IIPpO HUX B 3aKOHAX.

B Poccun ke oHr GyHKIIMOHMPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, T UX
pa3aeNsIoT Ha HECKOJIBKO BUJIOB - aHOHUMHEBIE I HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peniacTcs MPOBOIUTE ONepaliu 0e3
I/II[GHTI/I(bI/IKaI_[I/II/I IIOJIB30BATCJisA, a B HCAHOHUMHBIX I/II[CHTI/I(I)I/IKaL[I/ISI IIOJIB30BATCJIA
SABJIIETCS 00513aTEILHOM.

Taxxe crnemyeT pa3nuyath AJIEKTPOHHbIE (PUATHBIE AEHBIU (PaBHbI TOCYAAPCTBEHHBIM
BaJIOTaM) M JIEKTPOHHBIC He(pHATHBIE IEHBIU (HE PaBHBI FOCYJapPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 O€301aCHOM pa60Te C OJICKTPOHHBIMHA JACHbBI'aMMU:

1. IIpuBsiku K cueTy MOOHMIIbHBIN TesieoH. DTO caMblil yIOOHBINA U OBICTPBIN CIOCOO
BOCCTaHOBHUTBH JOCTYII K c4eTy. [IpuBsi3anHbIi TeneOH TOMOXKET, eCiu 3a0yIentb CBOM
TUTATE)KHBIA TTAPOJTh WITK 3ai/IeNh HA CAUT ¢ HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnionw3yit omHOpasoBbie mapoiu. [locie nmepexoa Ha yCUIIEHHYIO aBTOPH3AIUIO TeOe
yKe He OyzeT yrpoxaTh OMaCHOCTh KPa)kHl UJIH MepeXBaTa MIaTeKHOTO MapoJis;

3. BriOepu cnoxkHbIi maposib. [IpecTynHukam OyneT He IpoCTO yrajaTh CI0KHBIN
napoib. HagesxHbie mapoiu - 9T0 nMapoiu, KOTOPBIE COAECPKAT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOYHBIE M TPONHICHBIE OYKBBI, TUPPBI U HECKOJIBKO CUMBOJIOB, TAKHE
KaK 3HaK Jo/uiapa, pyHTa, BOCKIMIATEIbHBINH 3HaK | T.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HA caliTaX, KOTOPBIM HE JI0BEPSIEIIb.
DJIEeKTPOHHAasI I0YTA

DNEKTPOHHAs MOYTA - 3TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIYTH 10 TIEPECHLIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIIEHH, KOTOPBIE PAaCIPEENIIIOTCS B KOMITBIOTEPHOM
cetr. OOBIYHO ANEKTPOHHBIN TTOYTOBBIN SIIUK BBITIISIUT CIEAYIONUM 00pa3oM:
UMs_TIOJIB30BaTENI(@UMs_JToMeHa. Takxke KpoMme rnepeaadn IpocToro TeKCTa, HMEeTCs
BO3MOKHOCTb ITE€pe1aBaTh (paiibl.

OcHOBHBIE COBETHI M0 O€30MacHOi paboTe ¢ 3IEKTPOHHOM MOYTOM:
1. Hayto BIOpaTh mpaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBII BEIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYUIlI€ JOBEPATH TEM, KOTO 3HAEIlb U KTO

IIEPBBII B PEUTHUHTIE;

2. He yka3pIBaii B IMYHOH 1MOYTE JIMYHYIO HHpOopManuro. Harmpumep, mydie BEIOpaTh
"My3bIKaIbHBIN _(aHaT@" nian "pok2013" BMecto "temal3";



3. Ucnonp3yit ABYXATAMHYIO aBTOPU3ALIMIO. JTO KOT1a IOMUMO NapoJs HY>KHO BBOJIUTh
KO/I, MpUChIIaeMblid 1o SMS;

4. BeiOepu CIOXKHBIN Mapostb. {15 KaK0ro MOYTOBOTO SITUKA TOJDKEH OBITh CBOM
HAJIC)KHBIM, YCTOWYUBBIN K B3JIOMY 1apOJIb;

5. Eciii ecTh BO3MOKHOCTB HAIlUCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX AIIUKOB. [1epBbIil 17151 4acTHOM MEepenucKy ¢
azpecaTaMH, KOTOPBIM ThbI JOBEPSEILb. JTO MIEKTPOHHBIN aIpeC HE HAJ0 UCII0JIb30BaTh

IIpU perucTpanuu Ha Gopymax U cairax;

7. He oTkphbiBaii (ailiibl U Apyrue BIOKEHUS B IHCbMaX, JaKe €CIIM OHHU MPUIILTH OT
TBOMX Jipy3ei. JIyule yrouHH y HUX, OTIIPABIISIM JIU OHU TeOe 3TH (ailibl;

8. [lociie okoHyaHus1 pabOTHI HA TOYTOBOM CEPBHCE TIEPE]T 3aKPHITUEM BKIIAJIKU C CAHTOM
He 3a0yp HaxkaTh Ha "Beriitu".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BaTEJILCTBO

KubepOynnuHr - mpecienoBaHue cOOOMIEHUSIME, COAEPKAIIUMU OCKOPOIEHUS,
arpeccuio, 3alyruBaHue; XyJUTaHCTBO; COMAIEHOE OOHKOTHPOBAHHUE C TIOMOIIBIO
Pa3TUYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYIITUHTOM:

1. He G6pocaiics B 60ii. Jlydmmii crioco6: mOCOBETOBATHCS Kak ceOsi BECTH H, €CITA HET
TOT0, K KOMY MOXXHO 0OpaTUThCSI, TO BHAYAJIe YCIIOKOUTHCS. ECITU ThI HAUHEIIh OTBEYATh
OCKOPOJIEHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €I1le O0JIbIINe pa30KKEITh KOHPIUKT;

2. Yupasinsii cBoeil kubeppenyrauuei;

3. AHOHUMHOCTb B ceTu MHUMas. CyleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTAaHCKHA 00pa3 BUPTyalbHOM ku3HU. THTepHET GUKCUPYET BCe
TBOM JICUCTBUS U COXPAHSET UX. Y AAIUTh X OYACT KpallHe 3aTPYAHUTEIHHO;

5. CoGnrosaii CBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eaMHn4HbIA HeratuB. OJHOpPa30Bble OCKOPOUTEIbHBIE COOOIIICHUS JTyUllle
urHopupoBaTh. OOBIYHO arpeccus MpeKpanaeTcst Ha Ha4aJbHOUW CTaauH;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATTBHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKHUPOBKH OTIIPABKU COOOIICHUN C ONPEICTICHHBIX apPEeCcOB;



8. Ecnu ThI cBUETENb KNOCPOYIUTMHTa. TBOM AEWCTBUS: BRICTYIIUTH IPOTHB
Mpecie1oBaTes, I0Ka3aTh €My, YTO €ro JE€HCTBUS OLIEHUBAKOTCS HEraTUBHO,
MOJACPIKATH JKEPTBY, KOTOPOH HY>KHA IICUXOJIOTHUECKas IIOMOIIb, COOOLTUTH B3POCIBIM
0 (pakTe arpeccCUBHOTO MOBECHUS B CETH.

MoouibHbIi Te1eoH

CoBpeMenHble cMapThOHBI U TIAHIIETHI COJIEPkKAT B C€O€ BIOJTHE B3POCIBINA
(YHKIIMOHAM, U TeTIepbh OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMUA KOMIIBIOTEPAMH.
OpmHako, CpeACTB 3aUTHI IS TOJJOOHBIX YCTPOUCTB IMOKA OYEHb Majio. TecTupoBaHUE U
MOUCK YSI3BUMOCTEHN B HUX MPOUCXOJUT HE TaK UHTEHCUBHO, Kak /st 11K, To xe camoe
KacaeTcsi 1 MOOMIIbHBIX MPUIIOKEHHUH.

CoBpeMeHHbIE MOOHMIIbHBIE Opay3ephl YKe MPAKTUYECKU JJOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJTHAKO pacuIupeHre GyHKIMOHAIA BIEYeT 32 COO0N OOMBIIYIO CI0KHOCTh U MEHBIITYIO

3allUMIICHHOCTD.

Jlasieko He BCE MPOM3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTUICCKHEC
YSI3BUMOCTH JIJIsl CBOUX YCTPOICTB.

OCHOBHBIE COBETHI JJIA 0€301acHOCTH MOOMIILHOI'O TeJ'Ie(bOHaZ

Huuero He sBisieTcst mo-HacToseMy OecraTHbIM. bynb ocTopoxkeH, Beab Koria Tede
MpeaaraloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHHIE

yCIIyrH;

Hymaii, npexne ueM otnpaButh SMS, ¢poto uiu Buaeo. Thl TOUHO 3HACIIb, TJe OHU
OyayT B KOHEUHOM UTOre?

Heo0xoaumMo 0OHOBIATE OMEPAIMOHHYI0 CUCTEMY TBOETro cMapT(doHa;
Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JJIsl MOOMIIBHBIX TeIe(OHOB;

He 3arpy>1<a171 MIPUITOKCHUSA OT HCU3BECTHOT'O HCTOYHHKA, B€JIb OHU MOT'YT COACPIKATDH
BPCAOHOCHOC ITPOrpaMMHOC O6CCHC‘-I€HI/IG;

[Tocne TOro Kak ThI BBIHEIIH C CaiiTa, I/1€ BBOAMII JIHUYHYIO HHPOPMAIIUIO, 3ai1H B
HaCTpOWKHU Opay3epa u ynanu cookies;

[lepnonnuecku npoBepsii, KaKue IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(OHa TOIBKO JIIOISIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsIeIlb;

Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia Tl KM HE MOJb3yenibesi. He 3a0b1Bait nHoT1a
MIPOBEPSITH 3TO.



Online urpsi

CoBpeMeHHbIe OHJIAH-UTPHI - 3TO KPAaCOUHbIE, 3aXBATHIBAIOIIUE pa3BICUCHHS,
00BEIMHSIOIINE COTHH THICSY YEIIOBEK 110 BceMy MUpY. UTpOKH HCCIIEeMYIOT TaHHBIA UM
MUp, OOIIAIOTCS IPYT C IPYTOM, BHIMOIHSAIOT 33JaHHs, CPAXKAIOTCs C MOHCTPaMHU U
MOJTY4YaloT OTBIT. 3a YIOBOJILCTBHE OHU ILIATAT: HOKYMAIOT IUCK, OTIIAYMBAIOT
aOOHEMEHT MJIM MPHOOPETAIOT KAKHE-TO OIIUH.

Bce 31u cpeacTBa uayT Ha noaaepKaHUe M pa3BUTHE UTPHI, a TAKXKE HA CaMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIC TIATYH

(umdpoBbIe 3aruIaTKH IS IPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HO,HO6HLIX Hurpax CTOUT OI1aCaTbCA HE CTOJILKO CBOHX COIICPHUKOB, CKOJIbKO KpaXu
TBOCTO IMapoJisd, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3allNN OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu ipyroii urpok BeneT cedsl MI0X0 MM co3aeT TeOe HeNPHUIATHOCTH, 3a0JI0KUpYit
€ro B CIIMCKE HI'POKOB;

2. [Moxkanylicst aIMAHUCTPATOPaM UTPhI HA IJI0X0€ MOBEAEHUE ATOI0 UTPOKA,
YKEJIATEIIbHO MPUJIOKUTh KAKUE-TO I0KA3aTeIbCTBA B BUJE CKPUHOB;

3. He ykassiBaii muuHyto nHGopMaiuio B mpodaiine urpsi;
4. YBaxail Ipyrux y4acCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIIMaaIbHbIC MATYA U MOJIBI;

6. Mcnonb3yil clloKHbBIE U pa3Hble apoJiy;

7. [Jaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [10Ka ThI Urpaens, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIIMHT WIN Kpaika JUYHbIX JaHHbIX

OOBIUHOM Kpakell IeHeT U JJOKYMEHTOB CETOIHS YK€ HUKOT'O HE YIAMBHIIb, HO C
paSBI/ITI/ICM I/IHTCpHeT-TQXHOJIOFI/Iﬁ 3HOYMLIH_UI€HHI/IKI/I HepeMeCTI/IHI/ICL B I/IHTepHCT, nu
MPOJIOJKAIOT 3aHUMATHCS "TTIOOUMBIM" 1€JIOM.

Tak nosiBuIIach HOBasi yrpo3a: HHTEPHET-MOLIEHHUYECTBA WK (DPUIIMHT, TJIaBHAs LEJb
KOTOPOT'O COCTOUT B MOJYYEHUN KOH(PUICHIIMATIBHBIX JaHHBIX M10JIb30BATENEH - JIOTHHOB
u naposeid. Ha anrnuiickom si3bike phishing unraercsa kak ¢pummumnr (ot fishing - peibnas
JI0BJIs1, password - TapoJib).

OcHoBHbIE COBETHI 110 60pbOE ¢ HUITHHTOM:



1. Caenu 3a cBouM akkayHTOM. Eciu TBI MOf03peBaeiiib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOMMO 3a0JIOKMPOBATh €€ U COOOIIUTH aIMUHHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpEE;

2. Ucnionb3yit Ge3omnacHble BeO-CallThl, B TOM YHCJIC, HHTEPHET-Mara3uHOB U TIOUCKOBBIX
CUCTEM;

3. Ucnionp3yit CIOXKHBIE M pa3HbIe Mapoyid. Takum o0pa3oM, ecitu Te0s B3JIOMarOT, TO
3MI0YMBIIUICHHUKH TOIYYaT JOCTYH TOJBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecniu Te0s1 B3110MaIIH, TO HEOOXOAMMO MPETYIPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJIeHBI y T€0sI B APY3bSX, O TOM, UTO TeOs B3JIOMAJIH U, BO3SMOXKHO, OT TBOET'O HMEHH
Oy/eT pacchiIaThCs CIIaM U CCHUTKU Ha (DUIIMHTOBBIC CAMTHI,

5. Ycranou HanexHbIi napons (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKITIIOYM COXpaHEHHUe MapoJs B Opaysepe;

7. He oTkpsbIBaii (ailsibl U Apyrue BIOKEHUS B HUCbMax, JaKe €CJIM OHU MPUIILTH OT
TBOMX Jpy3ei. Jlydille yTouHu y HUX, OTTIPABIISUIM JIM OHU TeOe 3TH (paiiiibl.

Hu¢posas penyrauus

[udposas penyranus - 5T0 HeTaTUBHAS WM MO3UTHUBHAS HH(OpMAIus B ceTH o Telde.
Komnpomerupyromas nHpopmaius, pa3MelieHHasi B UHTEPHETE, MOXKET CEPbe3HbIM
00pa3oM OTpa3UTHCS HA TBOEH peanbHOi xu3HU. "L{udposas penyranus" - 3To TBOU
UMUK, KOTOPBIH (opMupyeTcs U3 nHpopMmaluu o Tebe B UHTEpHETE.

TBoe MecTo KUTEThCTBA, yueObl, TBOE (DMHAHCOBOE MOJIOYKEHNE, 0COOEHHOCTH XapaKTepa
Y paccKas3bl 0 OJM3KHX - BCE ITO HAKAILJIMBACTCS B CETH.

MHorue noapoCTKU JIETKOMBICIEHHO OTHOCSITCS K MyOJIMKAINK TUYHON HH(pOpMAITiH B
HNuTtepHeTe, HE MOHMMAas BO3MOKHBIX MOCIEACTBUH. ThI Take HE CMOKENIb JOTaIaThCs O
TOM, uTO (hoTOorpadus, pasMeLIeHHas 5 JeT Ha3a/l, cTaja MPUYNHON 0TKa3a MPUHATH TEOs
Ha pabory.

KommMmenTapuu, pazmenienre TBoux gororpaduil 1 1pyrue 1eHCTBUS MOTYT HE
HCYE3HYTh AK€ MOCIIE TOro, KaK Thl UX yJalIuIlb. Thl HE 3HACIIb, KTO COXPaHWII ATY
MH(pOPMALHIO, TIONAJIA JIM OHA B IIOMCKOBBIE CUCTEMBI M COXPAHUIIACH JIU OHA, a TJIABHOE:!
YTO MOAYMAIOT O TeOe OKPYKaIOIIHeE JII0/IU, KOTOpbIe HAWIYT U yBUAAT 3T0. Haiitn
MH(OPMaIIHIO MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 T0OpBIX MOOYKACHHIA, TaK U C
HaMepeHHeM MPUYHHUTH Bpea. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETEHI I10 3alIUTC LIH(i)pOBOfI penyranuun:



1. [Tomymaii, mpesx/ie 4eM 4To-TO MyOIMKOBATh U TIEpe1aBaTh y ceds B OJiore Win B
COIIMAJILHOM CETH,

2. B HacTpolikax npo¢uiist yCTAHOBU OTpaHUUYEHUS Ha POCMOTP TBOETO MPOUIIS U €ro
COJIEP’)KUMOT0, ClIeai ero ToJIbKO "I apy3ein';

3. He pasmemaii 1 He yka3biBail HHPOpPMAIINIO, KOTOPast MOXKET KOro-TH00 OCKOPOIISThH
WA OOMKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTHBHBIE MOJIb30BATENN HU(POBOTO MPOCTPAHCTBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTO
Mupa TpedyeT COOII0IeHus TPaB Ha WHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTEIIEKTYyalIbHAs! COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasl C HOBBIX U300pETeHHUH U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIIYTH, U 3aKaHYMBasi KHUTaMH, potorpadusmu,
KMHO(DUIBMAMH U MY3bIKaJIbHBIMU IIPOU3BEICHUAMHU.

ABTOpCKHE IpaBa - 3TO IPpaBa Ha HHTEJJIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOU3BEACHMUS
HayKH, TUTEPaTyphl U UCKyCCTBA. ABTOPCKHE MpaBa BBICTYMAOT B KAYECTBE rapaHTUU
TOT0, YTO MHTEIJIEKTYaJIbHBIM/TBOPUECKHM TPy aBTOpa HE OyJeT HalpacHbIM, 1acT EMY
CHpaBeJIUBbIE BO3MOXHOCTH 3apab0TaTh Ha pe3ysbTaTaxX CBOEro TPYy/a, MOIyYUTh
M3BECTHOCTH U Npu3HaHue. Hukro 0e3 paszperieHus aBTopa He MOKET BOCIIPOU3BOIUTh
€ro NMpou3BeJICHUE, PaCIPOCTPAHATh, yOJIMYHO AEMOHCTPHPOBATH, IPOIaBaTh,
UMIIOPTUPOBATH, IIYCKATh B MIPOKAT, MyOJIMYHO UCIIOIHATH, TOKA3bIBATh/UCIIOTHATH B
sa¢upe WM pazMemats B ITepHere.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOIO 00ecredeHus: MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT IOTEPH JTaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOEI'O YCTPOMCTBA, T1ie
yCTaHOBJIEHA HellerajibHas porpamma. He ctout Taxoke 3a0bIBaTh, YTO CYILIECTBYIOT
JerajbHble U OecIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJie

CereBu4oK.p( - TBOH TJIABHBIM COBETYHK B CETH. 3/1€Ch ThI MOKEIIh Y3HATH O
0€30IaCHOCTH B CETH MOHSATHBIM M JJOCTYITHBIM SI3bIKOM, a ITPH BO3HUKHOBEHUH
KPUTUYECKOU CUTYAI[UU OOPATUTHCS 32 COBETOM. A TaKyKe MPUHSAThH y4acTHe B KOHKYpCax
Y CTaTh CAMbIM ITU(PPOBBIM TPAKIAHHHOM !

[Tpunoxenue Ne 3

[TamsaTka aist poauteneit 06 HHPOPMAITMOHHOM 6€30TaCHOCTH JIeTel
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Onpenenenne TepMuHa "HHOOPMAIIMOHHAST OE30MMACHOCTD JIETCH" COMEPIKUTCS B
®denepanbHoM 3akoHe Ne 436-D3 "O 3amure AeTeit oT nHGOpMAUU, TPUIUHSIONIEH
BpEI UX 370POBBIO M PA3BUTHIO", PETYIIHPYIOIIUM OTHOIICHHSI, CBSI3aHHBIC C 3AIIUTOMN
neTeit oT uHopmalyu, IPUIUHSIONIEH Bpel NX 310pOBbIO U (1K) pa3Butuio. CoriacHo
JTaHHOMY 3aKOHY "HmH(pOpMaIoHHast 6€30MaCHOCTh IeTeil" - 3TO COCTOSTHHE
3aIUIIEHHOCTH, P KOTOPOM OTCYTCTBYET PUCK, CBS3aHHBIN C MPUUMHEHUEM
nH(popManuen Bpe1a ux 310pOBhI0 U (WIN) GU3NIECKOMY, IICHXUISCKOMY, TYXOBHOMY,
HPABCTBEHHOMY Pa3BHUTHIO.

B cuny ®enepanproro 3akona Ne 436-03 nndopmanuei, MpUIHHSIIONENH Bpe
3I0POBBIO U (WJIM) Pa3BUTHIO ACTEH, SIBISETCS:

1. uaopmanus, 3anperieHHas Ui paclpoCcTpaHeHUs Cpean AeTel;

2. uHpopManus, pacCIpOCTPaHEHUE KOTOPOH OIpPaHUUEHO CPEH JeTel OpeIesIeHHbIX
BO3PACTHBIX KaTErOpUH.

3. K undopmanuu, 3anpemeHHol Uit pacIpOCTPaHEHUS CPEIU AeTel, OTHOCUTCS:

4. uadopmanus, moOyxaaronas AeTeil K COBEPIICHHUIO TeHCTBUH, MPEACTABIISIOMINX
yrpo3y UX *KU3HU U (W) 310pPOBbIO, B T.4. IPUUUHEHHUIO BPEJla CBOEMY 37I0POBbIO,
camMoyOHiiCTBY;

5. cIoCOOHOCTH BBI3BATh Y JETEH KeJaHue ynoTpeOnuTh HAPKOTUUECKHUE CPEICTBA,
MICUXOTPOIHBIE U (UJIM) OAYPMAaHHUBAIOIINE BEILIECTBA, TaOauHbIe U3/ETHS, AIKOTOJIbHYIO
U CIIMPTOCOAEPIKALLYI0 IPOAYKIIMIO, IMBO ¥ HAIIUTKH, U3rOTABIMBAEMbIE HA €0 OCHOBE;
MPUHSTH y4acTUE B a3apPTHBIX UTPax, 3aHUMATHCS MIPOCTUTYLHEHN, OPOISKHIUECTBOM
WJIU TIONIPOIIAHUYECTBOM,;

6. 000CHOBBIBAIOIIAS WIH OTMPAB/BIBAIONIAS JOYCTUMOCTh HACUIIHUS U (WUJIH) KECTOKOCTH
160 MO0y Kaaro1asi OCYIIECTBIATh HACHIILCTBEHHBIC IEUCTBHSI TI0O OTHOIIICHUIO K

JIFOA5IM U ) KUBOTHBIM,

7. oTpULaIOLIasl CeMeMHbIe IEHHOCTH U (JOPMUPYIOIIAsl HEyBaXXEHHUE K POAUTENIAM U
(Wn) IpyruM 4jieHaMm CeMbH;

8. ompaBbIBaIOIIas MPOTUBOIIPABHOE ITOBE/ICHUE;
9. conepxaiasi HEEH3ypHYIO OpaHb;
10. comeprkarias HHPOPMALIHIO HOPHOIpaPHUUECKOro XapakTepa.

K undopmanuu, pacnpoctpaHeHre KOTOPOl OTpaHUYEHO CPEAH IeTeil OMpeIeICHHOTO
BO3pacTa, OTHOCUTCS:



1. nadopmanus, mpeacTaBisieMas B BUIC U300paKCHUS W ONMUCAHUS )KECTOKOCTH,
(bu3HYeCKOro U (WIK) MCUXHYECKOr0 HACHIIUS, MPECTYIUICHUS WX HHOTO
AHTHOOIECTBCHHOT'O ICHCTBUS;

2. BBI3BIBAIONIAS y IETEH CTpax, yKac WM MaHUKY, B T.4. IPECTaBIIsieMasi B BUE
M300pakeHUs HITH ONIMCaHUs B YHIDKAIOIIEH YeJI0BEYECKOe IOCTOMHCTBO (popme
HEHACWJIBCTBEHHOHN cMepTH, 3a00JIeBaHus, CaMOyOUIiCTBa, HECUACTHOTO CITy4asi, aBapuu
WU KaTacTpodsl U (WIIM) UX TIOCIIC/ICTBHIA;

3. mpencraBisiemMas B BUI€ U300pa)KeHUs UM OMMCAHUS TIOJIOBBIX OTHOLIEHUH MEXIy
MY>KYMHOU U KCHILVHOM;

4, coacprkalias 6paHHBIe CJIOBA U BBIPAKCHUA, HC OTHOCAIIHUCCA K HCH@HSypHOfI 6paHI/I

C yuetom sToro Bam npemnaratorcst mpaBuiia paboTsl B ceTu MIHTepHET 1151 pa3IuyHbIX
BO3PACTHBIX KaTETOpUid, COOJIIOIEHUE KOTOPHIX IMO3BOJIUT 00ECIICYUTh
MH(GOPMaIIMOHHYIO 0€30MaCHOCTh BaIlIUX JETEH.

OO0mme npaBuJia 1Jis poanTeei

1. He3aBucumo oT Bo3pacTa peOeHKa UCTIOIB3YHTE MPOrpaMMHOE 00eCIIeUeHHE,
nomoraroiree GUIBTPOBATH K KOHTPOIHPOBATH HHPOPMAIINIO, HO HE MOTaraTech
MOJIHOCTHIO Ha Hero. Baie BHUMaHNe K peOCHKY - IIIaBHBIA METO]] 3aLUTHI.

2. Ecnin Bamr peGeHOK MMeeT akkayHT Ha OJTHOM U3 COlMabHbIX cepBucos (LiveJournal,
blogs.mail.ru, vkontakte.ru u 1.11.), BHUMaTEIbHO U3YUUTE, KAKYIO0 HHPOPMAIUIO
MOMEMIAIOT €r0 YYaCTHHUKH B CBOMX Mpoduisx u Oorax, Bkitoyast Gotorpaduu u BUAECO.

3. [IpoBeprwTe, ¢ KAKUMH IPYTUMHU CaiTaMH CBSI3aH COLIMANIbHBIN cepBuc Barero
pebenka. Ctpannyku Bamiero pebenka MoryT ObITh 0€30MaCHBIMU, HO MOTYT U
CoJIepKaTh CCHIIKM Ha HEXKENAaTeIbHBIC U OMACHBIC CAalThI (HapuMep, MOPHOCANUT, WIIH
cailT, Ha KOTOPOM JpyTr YIIOMUHAET HOMEP COTOBOTrO Tenedona Bariero pedbenka umu
Bam nomamnwmii agpec).

4. IMoompstiite Bammx nereii coodmars 000 BceM CTPaHHOM HMIIH OTTAJIKUBAIOIIEM H HE
CJIMIIKOM OCTPO pearupyire, Koraa OHM 3TO J1e1a0T (M3-3a OaceHus MOTePATh JOCTYI K
WHTepHeTy neTH He TOBOPST POAMUTENSIM O MpobdiiemMax, a TaKk)Ke MOTYT HayaThb
UCIOJIb30BaTh IHTEpHET BHE J0MA U LIKOJIbI).

5. ByawTe B Kypce ceTeBoii )xu3nu Bamero pebenka. UnTepecyiitech, KTO UX APY3bs B
HHuTepHeT Tak ke, KaKk HHTEPECYETECh PEAIbHBIMU JAPY3bsIMU.

Bospacr ot 7 10 8 et

B UntepHere peOEHOK cTapaeTcsi HOCETUTh T€ WM UHbIE CAalThl, @ BO3SMOXHO U YaThl,
pa3pelIeHUe Ha TOCELIEHUE KOTOPBIX OH He NOay4uia Obl 0T poauteneil. [loatomy



POIUTEISIM OCOOCHHO TOJIE3HBI OYAYT T€ OTUYETHI, KOTOPBIE MTPEI0CTABISIIOTCS
IIporpaMMamMH 110 OTPaHUYECHUIO UCIIONb30BaHusl IHTepHeTa, T.e. Pogurenbekuit
KOHTPOJIb UJIH TO, YTO BB CMOXETE YBUICTh BO BpeMEeHHBIX (paitnax. B pesynbrare, y
pebeHka He OyJeT OIIYIICHHS, YTO 32 HUM BEETCS MOCTOSHHBIA KOHTPOJIb, OJTHAKO,
ponuTenu OyayT MO-TIPEKHEMY 3HATh, KAKKE CAalThI TIocenaeT ux peoeHok. Jletn B
JTAHHOM BO3pacTe 00J1aat0T CUIIbHBIM YYBCTBOM CEMbH, OHH JOBEPUYUBBI U HE
COMHEBAIOTCS B aBTOpUTEeTaX. OHU JIOOST UTPATh B CETEBBIE UTPHI U MTTEIIECTBOBATH 110
HNHuTtepHeTy, HCOJIB3YS IIEKTPOHHYIO TIOUTY, 3aXOAUTh Ha CAlTHl U YaThl, HE
PEKOMEHIOBAHHBIE POJIUTEIISIMH.

CogeTsl 10 Oe3omacHOCTH B ceTr IHTepHeT AJis AeTeid 7-8 et

1. Co3paiiTe CHMCOK AOMAILIHUX IpaBui nocenieHus: MHTepHeTa npu y4acTuu 1eTen u
TpeOyiiTe ero BHIIOJHEHUS.

2. TpeGyiite ot Bamero pebenka cob6toieHusi Bp€MEHHBIX HOPM HaXOXKJICHHS 3a
koMmmbroTepoM. [Tokaxkure pedenky, uto Bel Habm012€TE 32 HUM HE TOTOMY 4TO Bam
3TO XOUETCsI, a TOTOMY 4TO BBl OeCIoKonuTeCh 0 ero 0e30MaCHOCTH U BCETIa TOTOBEI €My

IIOMOYb.

3. Kommnetotep ¢ noaxmoueHreM Kk IHTepHeTy JOKeH HaXOAUThCs B 00ILel KOMHATe
IO/, MPUCMOTPOM POAUTEIIEH.

4. Vicionb3yiTe crienuagbHble IE€TCKUE TOMCKOBBIE MAIIMHBI.

5. Vcnonp3yiiTe cpeacTBa OJIOKMPOBAHUS HEXKEJIATEIIbHOTO KOHTEHTA KaK JIOTIOJTHEHUE K
CTaHJapTHOMY POIUTEBCKOMY KOHTPOJIIO.

6. Co3maiiTe CeMEHHBIN SJIEKTPOHHBIN SIIMK, YTOOBI HE TIO3BOJIUTH JIETAM UMETh
COOCTBEHHBIE a/ipeca.

7. BriokupyiiTe JOCTYN K caiiTaM ¢ OeCIIaTHBIMU TIOYTOBBIMU SIIIIUKAMU C TOMOIIIBIO
COOTBETCTBYIOIIETO MPOrPAMMHOI0 00CCIICUCHUSI.

8. [Ipuyunre nereit coBeToBaThCs ¢ Bamu nepen omy0imkoBaHHEM KaKoi-Tuoo
MH(pOPMALUU CPEACTBAMH JIEKTPOHHOM MOYTHI, YATOB, PETUCTPALMOHHBIX (pOopM U
npoduiei.

9. HayuuTte neteii He 3arpyxath (ailsipl, IporpaMMbl WM MY3bIKY 0€3 BaIlIero COTJIacHs.

10. He pa3pemaI7ITe ACTAM UCIIOJIb30BaTh CJ'Iy>K6BI MTHOBEHHOT'O 0OMEHa COO6IJ_I6HI/I$IMI/I.

11. B "OenpIit" criMCcOK CaiTOB, pa3pelIeHHBIX JJIS IOCEIIEHUs, BHOCUTE TOJIBKO CAWTHI C
XOpOILIEeH penyTanuei.



12. He 3a051BaiiTe 6eceoBath ¢ 1eTbMU 00 UX JIpy3bsix B IHTepHETe, Kak eciiu Obl peub
1714 O JPY3bAX B PEATbHOMN JKU3HH.

13. He nemnaiite "ta0y" 13 BOPOCOB MOJIOBOM KU3HU, TaK Kak B IHTepHETE JETH MOTYT
JIETKO HaTKHYTHCS Ha MOPHOTrpaduIo WIK CalThl "1u1s B3poCibIX .

14. Tlpuyuute Bamero peberka coodmaTh BaM 0 JIFOOBIX yrpo3ax WK TPEBOrax,
CBA3aHHBIX C I/IHTepHeTOM. OCTaBaﬁTGCB CHOKOﬁHBIMH 1 HAIIOMHUTE ACTSIM, UYTO OHHU B
0e30MacHOCTH, €CJIM CAMHU paccKa3ald BaM O CBOMX TpeBorax. [loxBanure ux u
TTOCOBETYWUTE MOJAOUTH €1Iie Pa3 B MOJAOOHBIX CIIydasx.

Bo3pacr aereii oT 9 10 12 ger

B JaHHOM BO3PacCTC ACTHU, KaK MMPaBHUJIO, YIKC€ HACJIbIIIAHBI O TOM, KaKasi I/IH(i)OpMaIII/DI
cymectByeT B uTepueTre. COBEpIIIEHHO HOPMAIBbHO, UTO OHU XOTST 3TO YBUAETb,
MpoYCCTh, YCJIbIIATD. HpI/I 9TOM HYXXHO IIOMHUTB, YTO JOCTYII K HCKCIATCIIbHBIM
MaTepuagaM MOXKHO JIETKO 3a0JIOKMUPOBATh MPH MOMOIIHU CPpeaCcTB PoauTenbekoro
KOHTPOJIA.

CoserThl 110 6€30macHOCTH UId aereit oT 9 1o 12 ner

1. Co3paiiTe CHUCOK AOMAIIHUX MpaBuiI noceuieHuss UHTepHeT npu y4acTuu 1eTen u
TpeOyHTe €ro BHIMOTHEHUS.

2. TpeOyiite ot Bamrero pebeHka coOI0ICHISI HOPM HaXOXKIACHHS 32 KOMITBEOTEPOM.

3. Habmronaiite 3a peOGeHKOM MpH padoTe 32 KOMIBIOTEPOM, TIOKAKUTE MY, 4TO BBl
OECIIOKOUTECH O €r0 OE30MaCHOCTH U BCET/Ia TOTOBBI OKa3aTh €MY MTOMOIIIb.

4. Komnpiotep ¢ moakimodeHueM B UHTEpHET T0KEH HAXOIUTHCS B 00IIIEeH KOMHATE
IO/, IPUCMOTPOM POAUTEIICH.

5. Vcnionp3yiiTe cpeacTBa OJIOKMPOBAHUS HEXKEIATEIBHOTO KOHTEHTA KaK JIOMOJIHEHUE K
cTaHaapTHoMy PoautensckoMy KOHTPOIIIO.

6. He 3a0pbIBaiiTe NpUHUMaTh HEMOCPEACTBEHHOE yUyacTue B )KU3HU peOeHka, Oece0oBaTh
¢ 1eTbMH 00 UX Apy3bsix B MIHTepHeTe.

7. HacrauBaiite, 4TOOBI 1€TH HUKOI'/1a HE COTJIALIAIUCH HA JINYHbIE BCTPEUH C APY3bSIMHU
o UnrepHery.

. ITo3BongiTe neTIM 3aX0IUTh TOJIBKO Ha calThl U3 "0esioro" cnucka, KOTOPhIN
8 H H6 " s
CO3JaliTe BMECTE C HUMMU.

9. [lpuyunte AeTeil HUKOIIa HE BbIIaBaTh JINYHYIO HH(OPMALIHIO CPEACTBAMHU
3JIEKTPOHHOM MOYTHI, YaTOB, CUCTEM MTHOBEHHOT0 0OMEHa COOOIEHUsIMH,



PETUCTPAITMOHHBIX (HOPM, TUYHBIX MPO(UIICH U PH PETUCTPALIUN HA KOHKYPCHI B
HNurtepnere.

10. Ilpuyuute nereit He 3arpykaTh nporpaMmmel 6e3 Bamero paspemenus. O0bsicHUTE
UM, YTO OHU MOT'YT CJIy4aliHO 3arpy3uTh BUPYCHI WIIM JPYTO€ HEXKETATEIBHOE
porpaMMHoOe obOecrieueHue.

11. Co3pnaiite Bamemy peOeHKY OrpaHMUEHHYIO YUETHYIO 3alHCh JIsl padOThI Ha
KOMIIbIOTEpE.

12. TIpuyuyute Bamiero pebenka coobmaTh BaM 0 JII0ObIX yrpo3ax WIH TPEeBOrax,
cBsa3aHHbIX ¢ UHTepHeToM. HamoMuuTe netsM, 4To OHU B O€30MIACHOCTH, €CJIA CaMU
pacckasaiy BaM O CBOMX TPEBOTaX U OMACCHUSX.

13. Pacckaxute netsam o mopHorpaduu B UaTEepHETE.

14. HactauBaiiTe Ha TOM, 9TOOBI IETH MIPEIOCTABIISIIA BaM JOCTYI K CBOSH AJIEKTPOHHOM
1ouTe, YTOOBI BBl YOSAMIINChH, YTO OHU HE OOIIAIOTCS C HE3HAKOMITAMH.

15. OOBsSICHUTE IETSIM, UTO HEJB3S HCIIOJIL30BATh CETh ISl XYJIUTaHCTBA,
pacrpocTpaHeHHs CIJICTEH WIN YTPO3.

Bospacr gereii ot 13 10 17 et

B sTOM BO3pacTe noApOCTKH aKTUBHO MCIOJIB3YIOT IIONCKOBBIE MAILIMHBL, IOJIb3YIOTCA
ANEKTPOHHON MOYTOMU, CIIy’)k0aMHU MIHOBEHHOTO OOMEHa COOOLICHUSIMH, CKAYUBAIOT
MY3BIKY U (GMIBMBL. ManburKkaM B 3TOM BO3pacTe OOJIbIIE 110 HpaBy CMETaTh BCE
OTpaHHYEHUS, OHU KKAYT IpyOOro roMopa, a3apTHBIX UTP, KAPTUHOK "It B3POCbIX".
JleBOUKHM IpenrnounTaroT o0LaThCs B YaTax, IpyU ’TOM OHM ropaszo 0osee
YyBCTBUTEJIBHBI K CEKCYaIbHBIM JIOMOTaTeNbcTBaM B HTEpHeTe.

3a4acTyro B IaHHOM BO3pacTe POJUTENSIM YK€ BECbMa CIIOKHO KOHTPOJIMPOBATH CBOMX
JeTel, Tak kKak 00 MIHTepHeTe OHM YK€ 3HAIOT 3HAYUTEIHHO OOJBIIIE CBOMX POTUTEIICH.
TeMm He MeHee, He oTITycKaiiTe neTei B ""cBoOoHOE uiaBaHue" o MHTEepHeTY.
CrapaiiTech akTUBHO y4acTBOBaTh B 00IeHNN pebeHka B IHTepHeTe.

BaxxHo mo-npexHeMy cTporo codnroaats npasuia MaTepHET-0€301macHoCTH -
corJjalleHue MEeXIy pPOAUTENIMU U 1eTbMU. KpoMe Toro, HeoOX0JuMO KaK MOYKHO Yaile
MIPOCMAaTPHUBATh OTUETHI O JieATeIbHOCTH aeTeil B uTtepHeTe. Crnenyet oOpaTuth
BHHUMaHHE Ha HEOOXOAUMOCTh COAePKaHUs POUTEIbCKUX MapoJeil (maposeit
aIMHUHHCTPATOPOB) B CTPOTOM CEKpeTe U O0OPATUTh BHUMAHUE HAa CTPOTOCTh ITHX
napoJeu.

CoBeTbl 0 0€30MMacHOCTH B 3TOM Bo3pacTe oT 13 mo 17 et



1. CoznaiiTe ciMcOK JOMAIIHUX MTpaBWiI NoceleHus MiurepHera npu ydactuu
MOJIPOCTKOB U TpeOyiiTe 6€3yCcI0BHOIO €ro BolnoiHeHus. O6rosopure ¢ peGeHKOM
CIIUCOK 3alpelIeHHBIX calToB (""depHbIii crircok'), yackl paboTel B IHTEpHETE,
PYKOBOACTBO 10 0011eHuI0 B UHTEepHEeTe (B TOM YHCIIE B YaTax).

2. Komnprotep ¢ moakimrodeHueM K cetd IHTEpHET M0KEeH HaXOAUThCS B 001Iei
KOMHATE.

3. He 3a0mpIBaiiTe OecenoBath ¢ 1eThMH 00 UX ApY3bsiX B IHTEepHETE, O TOM, 4YeM OHU
3aHSTHI TAKUM 00pa3oM, OyATO pedb UJIET O APY3bsAX B peaibHOM xu3HH. CrpammBaiite o
JOASIX, C KOTOPBIMH J€TH OOIIAl0TCS TOCPEACTBOM CITYKO MTHOBEHHOTO 0OMeHa
COOOILIEHUSAMHU, YTOOBI YOEIUTHCS, UTO 3TH JIFOJAU UM 3HAKOMBI.

4. Ucnonp3yiiTe cpeacTBa OJOKUPOBAaHUS HEKEIATEIbHOTO KOHTEHTA KaK JJOIOJIHEHUE K
CTaHIAapTHOMY POIUTENTECKOMY KOHTPOJIIO.

5. Heo6xoammo 3HaTh, KAKUMHU YaTaMH MoJb3ytoTcs Bamu netu. [Toompsiite
MCIIOJIb30BaHNE MOJICPUPYEMBIX YaTOB U HACTAWBAKTE, YTOOBI ICTH HE OOIIATUCH B
MIPUBATHOM PEKHUME.

6. HacrauBaiire Ha TOM, 4TOOBI J€TH HUKOI'/Ia HE BCTPEUYAIUCH JIMYHO C APY3bIMU U3
cetu MIHTEpHET.

7. Ilpuyunte aeteil He BbIJIaBaTh CBOIO JIMYHYIO MH(OPMAIMIO CPEICTBAMH JIEKTPOHHON
MOYTHI, YaTOB, CHCTEM MIHOBEHHOT'O 0OMEHa COOOIEHUSIMU, PETUCTPALIMOHHBIX (OPM,
JMYHBIX PO UIIel U PH PerucTpali Ha KOHKYpchl B IHTEpHeTe.

8. [Ipuyunre nereit He 3arpyxatb nporpamMmsl 0e3 Barrero paspemienus. O0bsicHUTE UM,
YTO OHH MOTYT CJIYYaiiHO 3arPy3UTh BUPYCHI WIIH APYroe HEKEIATSIHHOE IPOrPAMMHOE
o0ecrieyeHue.

9. Ilpuyunrte Bamiero pebeHka coo0IaTh BaM 0 JIHOOBIX Yrpo3ax WM TPEBOTaX,
CBsA3AHHBIX C I/IHTepHeTOM. HaHOMHI/ITe JACTAM, UTO OHU B 6e3OHaCHOCTI/I, €CJIn caMU
pacckasaiii BaM, O CBOMX yrpo3ax MM TpeBorax. [loXBaJiuTe UX U MOCOBETYHUTE TOIONTH
erie pa3 B MOJI00HBIX CITydasiX.

10. Pacckaxwure nersim o nopaorpadun B Marepuere. [loMmorure uM 3aiuTuTHCS OT
cmtama. Hayuure moapocTkoB He BeIaBaTh B MIHTEpHETE CBOETO peasbHOTO
3JIEKTPOHHOT'O aJIpeca, He 0TBEYaTh Ha HEXKeJaTeIbHbIE MICbMa U HCIIOIb30BaTh
CTIeaIbHbIE IOYTOBbIE (DMIIBTPHI.

11. IlpuyunTe cebst 3HAKOMHUTBCSA C caliTaMU, KOTOPbIE MOCEIAIOT OIPOCTKH.

12. Hayuute neteil yBaxaTh Jpyrux B HHTepHETE. Y O€AUTECh, UYTO OHU 3HAIOT O TOM, YTO
IIpaBUjIa XOPOLLIEro IOBEICHUS IEUCTBYIOT BE3/IE - 1aK€ B BUPTYaJIbHOM MHUpE.



13. OOBsicHUTE AETSAM, YTO HH B KOEM CJIydae Helb3sl UCTIONIb30BaTh CeTh s
XYJIUTaHCTBA, PACIPOCTPAHEHUS CILICTEH WM YTPO3 APYTUM JTHOISM.

14. O6cynure ¢ MOAPOCTKAMU MPOOJIEMbI CETEBBIX a3aPTHBIX UTP U UX BO3MOXKHBII PHUCK.
HanomHure, 4TO 1€TH HE MOTYT UIpaTh B 3TU UT'PBI COTJIACHO 3aKOHY.

[TocTositHHO KOHTpONHpYiiTe Ucnonb3oBanue MaTepHeTa Bammm pebenkom! 31o He
HapYyIIEHUE €r0 JUYHOTO MPOCTPAHCTBA, & MEPA NPEIOCTOPOKHOCTH U TIPOSIBJICHHUE
Baimeit poautenbckoil OTBETCTBEHHOCTH U 3a00THI.



